38 . DNS — Notes @tudley

DNS (Domain Name System)

Definition: DNS is a protocol used daily to make it easier for humans to access resources over
networks like the Internet.

Function: It allows the use of domain names (e.g., youtube.com, google.com) instead of
requiring users to enter IP addresses.

CCNA Relevance: Part of exam topic 4.3 ("Explain the role of DHCP and DNS within the

network").

CCNA Focus: You do not need to know the detailed operations of DNS, only its basic purpose.

Lecture Outline

Purpose of DNS: Further explanation of its role.
Basic Functions of DNS: A quick overview of how it works.
Configuration in Cisco 10S: How to configure DNS on Cisco routers.

Bonus: A practice question from Boson Software’s ExSim for CCNA is available at the end of

the video.

Purpose of DNS
Role: DNS is used to resolve (convert) human-readable names (e.g., google.com) to IP
addresses.

Reasoning: Machines use addresses (IPv4/IPv6), but names are easier for humans to

remember.

Process: When you type a name into a browser, your device asks a DNS server for the

corresponding IP address.

Configuration: The DNS server(s) a device uses can be manually configured or learned via
DHCP (Dynamic Host Configuration Protocol).



Basic Functions of DNS

Network Topology:
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Three PCs connected to R1 via SW1.

R1is connected to the Internet.

Google's DNS server (IP 8.8.8.8) is located across the Internet.

Windows CLI: Viewing DNS Configuration

C:\Users\user3ipconfig /all

[output omitted]

Ethernet adapter O—AIL T U7
Connection-specific DNS Suffix
Description . . .

Physical Address.

DHCP Enabled. . . . . . . .
Autoconfiguration Enabled
IPv4 Address.

Subnet Mask . . .

Default Gateway .

DNS Servers . . . .

NetBIOS over Tcpip.

[output omitted]
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Verify IP parameters for Client OS (Windows, Mac OS, Linux)

: Intel(R) 82579LM Gigabit Network Connection
. 78-2B-CB-AC-08-67

: No
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: 192.168.0.101(Preferred)
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Verification Command: Use the IPCONFIG /ALL command in the Windows command prompt

to display various info for a PC, including its configured DNS server.



Exam Relevance: The objective to "verify IP parameters for client operating systems" is a
CCNA exam topic.

Example:

C:\Users\user>ipconfig /all

[output omitted]

Ethernet adapter O—AJL I )7}

Connection-specific DNS Suffix . :

Description . . . . . . . . . . . : Intel(R) 82579LM Gigabit Network Connection
Physical Address. . . . . . . . . : 78-2B-CB-AC-08-67

DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . . Yes

IPv4 Address. . . . . . . . . . . : 192.168.0.101(Preferred)

SUBREENMas k=255 025502554 0

Default Gateway . . . . . . . . . : 192.168.0.1

IDNS Servers . . . . . . . . . . . : 8.8.8.8

NetBIOS over Tcpip. . « + « . . . - Enabled

[output omitted]

The professor runs IPCONFIG /ALL on PC1 (a Windows PC).

The output shows that PC1 is configured to use Google's DNS server at 8.8.8.8 .

C:\> IPCONFIG /ALL

Note: The standard IPCONFIG command (without the /ALL option) does not display the DNS
server information.

Configuration Context: End hosts usually automatically learn which DNS server to use via
DHCP. For this demonstration, the DNS server 8.8.8.8 was manually configured on PC1.



Demonstrating DNS: NSLOOKUP Command

C:\Users\user
Server:
Address:

inslookup youtube.com
dns.google i
8.8.8.8

Non-authoritative answer:

Name : youtube.com

Addresses: 2404:6800:4004:819::200¢
172.217.25,.110

C:\Users\user>ping youtube.com

Pinging youtube.com [172.217.25.1108] with 32 bytes of data:
Reply from 172.217.25.110: bytes=32 time=186ms TTL=117

Reply from 172.217.25.110: bytes=32 time=7ms TTL=117

Reply from 172.217.25.110: bytes=32 time=7ms TTL=117

Reply from 172.217.25.110: bytes=32 time=7ms TTL=117

Ping statistics for 172.217.25.110:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 7ms, Maximum = 1@ms, Average = 7ms
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Command Usage: Use the NSLOOKUP command (stands for "Name Server Lookup") to tell the

device to ask its DNS server for the IP address of a specified name.
Example:
The professor runs NSLOOKUP youtube.com on PC1.

PC1is using Google's DNS server at 8.8.8.8.

The DNS server responds with:

YouTube's IPv4 address: 172.217.25.110

YouTube's IPv6 address: (also displayed in the output)

C:\> NSLOOKUP youtube.com



Demonstrating DNS: Ping with a Name

Ping with Name: You can ping a name directly instead of an IP address. The device will
convert the name to an IP address before sending the ping.

Automatic DNS Resolution: You do not need to use NSLOOKUP before a ping. If the device
doesn't know the correct IP address, it will automatically ask the DNS server.

Example:

C:\Users\user>nslookup youtube.com
Server: dns.google
Address: 8.8.8.8

Non-authoritative answer:

Name : youtube.com

Addresses: 2404:6800:4004:819::200e
172.217.25.110

C:\Users\user>ping youtube.com

Pinging youtube.com [172.217.25.110] with 32 bytes of data:

Reply from 172.217.25.110:
pipie 2l o2 dsi alale ]
172.217.25.110:
172.217.25.110:

Reply from
Reply from
Reply from

bytes=32 time=1@ms TTL=117
bytes=32 time=7ms TTL=117
bytes=32 time=7ms TTL=117
bytes=32 time=7ms TTL=117

Ping statistics for 172.217.25.110:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),

Approximate round trip times in milli-seconds: 101 [:] PC1

Minimum = 7ms, Maximum = 1@ms, Average = 7ms //////// -
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The professor issues a ping youtube.com command on PC1.

The name youtube.com is converted to an IP address, and PC1 successfully pings that IP

address.



Visual Demonstration of DNS Query

Process:

C:\Users\user>nslookup youtube.com
Server: dns.google
Address: 8.8.8.8

Non-authoritative answer:

Name : youtube.com

Addresses: 2404:6800:4004:819::200e
172.217.25.110

C:\Users\user>ping youtube.com

:gg%;”%rgguggeéi‘;nglﬁé?l In this case, R1 isn’'t acting as a DNS server or
NS b P Sb AP LIl Client. Itis simply forwarding packets.

(SRR N 2 PP LIS No DNS configuration is required on R1.
Reply from 172.217.25.110:

Ping statistics for 172.217.25.110:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 7ms, Maximum = 1@ms, Average = 7ms
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1. PC1 sends a DNS query message to its configured DNS server (8.8.8.8 ) to learn the IP

address of youtube.com.

2. The DNS server replies, telling PC1 that the IP address is 172.217.25.110 .

Role of R1:

In this exchange, R1is not acting as a DNS server or client.

R1is simply forwarding packets.

Important Point: No DNS configuration is required on R1 for the PCs to use DNS. Often,

there is no need to configure DNS on routers; they just need to route network traffic.

However, a Cisco router can act as a DNS server and client, which will be demonstrated

later in the video.

Wireshark Capture Analysis: NSLOOKUP Command

Traffic Overview: The capture of the NSLOOKUP command shows four messages.



Message 1: First Query

I

Time Source Destination Protocol Length Info
I!.OB? 08:55:44.458619 192.168.0.101 8.8.8.8 DNS 71 Standard query ©x0002 A youtube.com I
1088 08:55:44.500043 8.8.8.8 192.168.0.101 DNS 87 Standard query response 0x9002 A youtube.com A 172.217.25.110
1089 08:55:44.508888 192.168.0.101 8.8.8.8 DNS 71 Standard query ©x0003 AAAA youtube.com
1115 88:55:44.641775 8.8.8.8 192.168.0.101 DNS 99 Standard query response @x8003 AAAA youtube.com AAAA 2404:6800:4004:819::200e

Frame 1087: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface \Device\NPF_{9956EC@7-3774-4B11-970D-C8233E7CD172}, id @
Ethernet 1I, Src: Dell_ac:88:67 (78:2b:cb:ac:@8:67), Dst: Tp-LinkT_dd:aB:ed (98:da:c4:dd:a8:ed)
Internet Protocol Version 4, Src: 192.168.0.101, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 49286, Dst Port: 53
Domain Name System (query)
Transaction ID: ©@x8002
v Flags: 0x@100 Standard query
L5t spii sdwes Seas = Response: Message is a query
000 B e, sEle = Opcode: Standard query (@)
..0. .... .... = Truncated: Message is not truncated
sreins WmEh! - sdg Sse = Recursion desired: Do query recursively
wee eee. B.. .... =1Z: reserved (0)
....... @ .... = Non-authenticated data: Unacceptable

Answer RRs: @

Authority RRs: @

Additional RRs: @

v Queries

v youtube.com: type A, class IN
Name: youtube.com
[Name Length: 11]
[Label Count: 2]
Type: A (Host Address) (1)

Resgii::s;nfuiég;m” @
Source: 192.168.0.101 (PC1)
Destination: 8.8.8.8 (Google's DNS server)

Info: Standard Query

Query Details: A youtube.com

Message 2: First Response

No Time Source Destination Frotocol  Length Info
I 1087 ©8:55:44.458619 192.168.0.101 8.8.8.8 DNS 71 Standard query @x@002 A youtube.com
|1_083 98:55:44.500043 8.8.8.8 192.168.0.101 DNS 87 Standard query response @x80882 A youtube.com A 172.217.25.110 |
1089 08:55:44.508888 192.168.0.101 8.8.8.8 DNS 71 Standard query ©x©003 AAAA youtube.com
1115 @8:55:44.641775 8.8.8.8 192.168.0.101 DNS 99 Standard query response 0x0003 AAAA youtube.com AAAA 2404:6800:4004:819::200e

Frame 1087: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface \Device\NPF_{9956EC@7-3774-4B11-970D-C8233E7CD172}, id @
Ethernet II, Src: Dell ac:08:67 (78:2b:cb:ac:08:67), Dst: Tp-LinkT_dd:a8:ed (98:da:cd:dd:a8:ed)
Internet Protocol Version 4, Src: 192.168.8.101, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 49286, Dst Port: 53
Domain Name System (query)
Transaction ID: ©x0002
v Flags: 0x@100 Standard query
= Response: Message is a query
= Opcode: Standard query (@)
= Truncated: Message is not truncated

....... 1 .... .... = Recursion desired: Do query recursively
weee eee. 2B.. .... = Z: reserved (@)
........... @ .... = Non-authenticated data: Unacceptable

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @

v Queries

v youtube.com: type A, class IN
Name: youtube.com
[Name Length: 11]
[Label Count: 2]
Type: A (Host Address) (1)

Class: IN (@x@8001)
Response In: 1088 @



Source: 8.8.8.8 (Google's DNS server)
Destination: 192.168.0.101 (PC1)
Info: Standard Query Response

Response Details: A youtube.com A 172.217.25.110 (IPv4 address)

Message 3: Second Query

No. Time Source Destination Protocol Length Info
T' 1087 ©8:55:44.458619 192.168.0.101 8.8.8.8 DNS 71 Standard query ©x0002 A youtube.com
- 1088 08:55:44.500043 8.8.8.8 192.168.0.101 DNS 87 Standard query response 0x@802 A youtube.com A 172.217.25.110
|1889 08:55:44.508888 192.168.0.101 8.8.8.8 DNS 71 Standard query ©x0003 AAAA youtube.com
1115 ©08:55:44.641775 8.8.8.8 192.168.9.101 DNS 99 Standard query response ©0x0003 AAAA youtube.com AAAA 2404:6800:4004:819::200e

Frame 1087: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface \Device\NPF_{9956EC@7-3774-4B11-970D-C8233E7CD172}, id @
Ethernet II, Src: Dell _ac:08:67 (78:2b:cb:ac:88:67), Dst: Tp-LinkT_dd:a8:e4 (98:da:c4:dd:a8:ed)
Internet Protocol Version 4, Src: 192.168.0.101, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 49286, Dst Port: 53
~ Domain Mame System (query)
Transaction ID: 0x0002
v Flags: 0x0100 Standard query
Bicn sade s s = Response: Message is a query
000 0... .... .... = Opcode: Standard query (@)
..0. .... .... = Truncated: Message is not truncated
....... 1.... .... = Recursion desired: Do query recursively
... .... = Z: reserved (0)
= Non-authenticated data: Unacceptable
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
v youtube.com: type A, class IN
Name: youtube.com
[Name Length: 11]
[Label Count: 2]
Type: A (Host Address) (1)

Class: IN (@x@001)
Response In: 1088 @

Source: 192.168.0.101 (PC1)

Destination: 8.8.8.8 (Google's DNS server)

Info: Standard Query

Query Details: AAAA youtube.com (referred to as "quadruple A")

Message 4: Second Response



No. Time Source Destination Protocol Length  Info
T 1087 ©8:55:44.458619 192.168.0.101 8.8.8.8 DNS 71 Standard query 8x8002 A youtube.com
- 1088 ©8:55:44.500043 8.8.8.8 192.168.08.101 DNS 87 Standard query response 0x8002 A youtube.com A 172.217.25.110
1089 ©8:55:44.508888 192.168.0.101 8.8.8.8 DNS 71 Standard query 0x0003 AAAA youtube.com
|1115 ©98:55:44.641775 8.8.8.8 192.168.0.101 DNS 99 Standard query response 0x0003 ]AMA youtube.com AAAA 2404:6800:4004:819: :200@]

> Frame 1087: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface \Device\NPF_{9956EC@7-3774-4B11-970D-C8233E7CD172}, id @
» Ethernet II, Src: Dell_ac:08:67 (78:2b:cb:ac:08:67), Dst: Tp-LinkT_dd:aB8:ed4 (98:da:c4:dd:a8:ed)

Internet Protocol Version 4, Src: 192.168.0.101, Dst: 8.8.8.8
> User Datagram Protocol, Src Port: 49286, Dst Port: 53
v Domain Name System (query)

Transaction ID: @x0002

v Flags: @x2100 Standard query
= Response: Message is a query
= Opcode: Standard query (9)
= Truncated: Message is not truncated
= Recursion desired: Do query recursively
. = Z: reserved (@)
. = Non-authenticated data: Unacceptable

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @

v Queries

v youtube.com: type A, class IN
Name: youtube.com
[Name Length: 11]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@x@eel)

Response In: 1088

Source: 8.8.8.8 (Google's DNS server)

Destination: 192.168.0.101 (PC1)

Info: Standard Query Response

Response Details: AAAA youtube.com AAAA followed by an IPv6 address.

DNS Record Types

No Time Source Destination Protocol

—[ 1087 ©8:55:44.458619 192.168.0.101 8.8.8.8 DNS

- 1088 08:55:44.500043 8.8.8.8 192.168.0.101 DNS
1089 08:55:44.508888 192.168.0.101 8.8.8.8 DNS
1115 ©8:55:44.641775 8.8.8.8 192.168.0.101 DNS

Length  Info

71 Standard query OxOOOZIA youtube.com l

87 Standard query response @x8002 [A youtube.com A 172.217.25.118 |
71 Standard query 8x00083|AAAA youtube.com
99 Standard query response youtube.com AAAA 2404:6800:4004:819: : 200e

> Frame 1087: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface \Device\NPF_{9956EC@7-3774-4B11-970D-C8233E7CD172}, id @
Ethernet II, Src: Dell_ac:88:67 (78:2b:cb:ac:08:67), Dst: Tp-LinkT_dd:a8:ed4 (98:da:c4:dd:a8:ed)

> Internet Protocol Version 4, Src: 192.168.8.101, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 49286, Dst Port: 53
v Domain Name System (query)
Transaction ID: 8x0002
v Flags: @x810@ Standard query
Blse adefs: wafad Sowmis = Response: Message is a query
% = Opcode: Standard query (@)
..0. .... .... = Truncated: Message is not truncated
. .... = Recursion desired: Do query recursively
. we.. = Z: reserved (8)
. = Non-authenticated data: Unacceptable

Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
v youtube.com: type A, class IN
Name: youtube.com
[Name Length: 11]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@x0001)

Response In: 1088

DNS ‘A’ record = Used to map names to
IPv4 addresses.

DNS ‘AAAA record = Used to map names
to IPv6 addresses.




DNS 'A' records: Used to map names to IPv4 addresses.

DNS 'Quadruple A' (AAAA) records: Used to map names to IPv6 addresses.

Protocol Analysis

Mo Time: Source Destination Protocol Length _Info
T |1087 08:55:44.458619 192.168.08.101 8.8.8.8 DNS 71 Standard query 0x@002 A youtube.com I
- 1088 ©8:55:44.500043 8.8.8.8 192.168.0.101 DNS 87 Standard query response @x8002 A youtube.com A 172.217.25.110
1089 88:55:44.508888 192.168.0.101 8.8.8.8 DNS 71 Standard query 0x0003 AAAA youtube.com
1115 ©8:55:44.641775 8.8.8.8 192.168.0.101 DNS 99 Standard query response @x0003 AAAA youtube.com AAAA 2404:6800:4004:819::200e

Frame 1087: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface \Device\NPF_{9956EC@7-3774-4B11-970D-C8233E7C(D172}, id @
Ethernet II, Src: Dell_ac:88:67 (78:2b:cb:ac:08:67), Dst: Tp-LinkT_dd:aB:ed4 (98:da:c4:dd:a8:ed)
Internet Protocol Version 4, Src: 192.168.0.101, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 49286, Dst Port: 53 l
v Domain Mame System (query)
Transaction ID: 8x8002
v Flags: 0x0100 Standard query
B pite Saus miis = Response: Message is a query
.000 0... .... .... = Opcode: Standard query (@)
..0. .... .... = Truncated: Message is not truncate

....... 1 .... .... = Recursion desired: Do query recursively

tees wew. 2B ... = Z: reserved (0)

........... @ .... = Non-authenticated data: Unacceptable
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @

¥ Queries Standard DNS queries/responses typically use UDP.

v youtube.com: type A, class IN

Meme: youtube. com TCP is used for DNS messages greater than 512 bytes.
i futer i In either case, port 53 is used.

Type: A (Host Address) (1)
Class: IN (©x@001)
Response In: 1088 @

Layer 4 Protocol: The capture shows the use of UDP.

Protocol Selection Rule:

Standard DNS queries and responses typically use UDP.

TCP is used for DNS messages greater than 512 bytes.



Port Number: DNS uses port 53 for both UDP and TCP.

io Time Source -[)e-stnatior.\ Protocol Lsmth_ Info
-~ |1087 88:55:44.458619 192.168.0.101 8.8.8.8 DNS 71 Standard query @x2@82 A youtube.com
o 1688 ©8:55:44.500043 8.8.8.8 192.168.0.101 DNS 87 Standard query response 8x0002 A youtube.com A 172.217.25.110
1089 98:55:44.508888 192.168.0.101 8.8.8.8 DNS 71 Standard query @x0003 AAAA youtube.com
1115 ©8:55:44.641775 8.8.8.8 192.168.0.101 DNS 99 Standard query response @x0003 AAAA youtube.com AAAA 2404:6800:4004:819::200e

Frame 1087: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface \Device\NPF_{QQ;GEC0773774—4811797907C8233E7CD172}, id @
Ethernet II, Src: Dell_ac:08:67 (78:2b:cb:ac:08:67), Dst: Tp-LinkT_dd:a8:e4 (98:da:c4:dd:a8:ed)
Internet Protocol Version 4, Src: 192.168.0.101, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 49286, Dst Port: 53
v Domain Name System (query)
Transaction ID: @0x0002
v Flags: 0x010@ Standard query
| RS EPE  Fe I TN = Response: Message is a query
008 0. neae eines = Opcode: Standard query (@)
..0. .... .... = Truncated: Message is not truncated
....... 1.... .... = Recursion desired: Do query recursively
. Z: reserved (@)
........... @ .... = Non-authenticated data: Unacceptable
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
v youtube.com: type A, class IN
Name: youtube.com
[Name Length: 11]
[Label Count: 2]

Type: A (Host Address) (1)
Class: IN (@x0001)
Response In: 1088 @

©
'l

UDP Query Content: The actual UDP query inside the packet asks for the A record of

youtube.com.

Wireshark Utility

Tool Value: Wireshark is a very useful tool for studying and has real-world, on-the-job uses.

Recommendation: The professor recommends downloading Wireshark to examine the
network traffic your computer sends and receives.

DNS Cache

Purpose: Devices save DNS server responses to a local DNS cache so they don't have to
query the server every single time they access a particular destination, saving unnecessary
network traffic.

Viewing the DNS Cache

Example:



C:\Users\userjipconfig /displaydns

[output omitted]

Devices will save the DNS server’s
responses to a local DNS cache.

www . youtube.com

P vy o, This means they don't have to query the
dcnrd Type o o o L g youTbe com server every single time they want to

Time To Li\.;e. }: . . .
Data Length . . . . . : access a particular destination.
Section . . . . . . . : Answer

CNAME Record . . . . : youtube-ui.l.google.com

[output omitted]

Record Name . . . . . : youtube-ui.l.google.com
Record Type . . :
Time To Live : 98
Data Lengt -
Section . . . : Answer
A (Host) Record . . . : 172.217.25.110
[output omitted] 101 l:] PC1
102
8.8.8.8 2 — L] pe2
i A < \103
dns.google.com 192.168.122.0/24 R1 192.168.0.0/24 SW1 [:l PC3
INTERNET —

The professor uses IPCONFIG /DISPLAYDNS to view the DNS cache on PC1.

The record for youtube.com is displayed.

C:\Users\user>ipconfig /displaydns

Devices will save the DNS server’'s
e responses to a local DNS cache.
[ LR This means they don't have to query the
Record Name . . . . . : w.youtube.com . .
Record Type ; server every single time they want to

bats Longth. & .. i8 access a particular destination.

Section . . . . . . . : Answer !
CNAME Record . . . . : youtube-ui.l.google.com

[output omitted]

[output omitted]

Record Name . . . . . : youtube-ui.l.google.com
Record Type . . . . . & 1
Time To Live . . . . :
Data Length . . . . . :
Sectioniz R : Answer
A (Host) Record . . . : 172.217.25.110
[output omitted] 101 [:] PC1
102
8.8.8.8 (__) | — @ PC2
i 1 « ﬂ
dns.google.com 192.168.122.0/24 R1 192.168.0.0/24 SW1 [:l PC3
INTERNET —

The record type is not A or AAAA, but rather CNAME , which lists another domain name.



C:\> IPCONFIG /DISPLAYDNS

CNAME Record: Canonical Name is a type of DNS record that maps a name to another name.

Example:

C:\Users\user>ipconfig /displaydns

e Devices will save the DNS server's
N responses to a local DNS cache.
' k This means they don't have to query the

Record Name . . . . . : - N
5 server every single time they want to

Record Type . . . . . :
Time To Live . . . . : 98 . i i
Data Length . . . . . 8 access a particular destination.
Section . . . . . . . : Answer

CNAME Record . . . . : youtube-ui.l.google.com

[output omitted]

Record Name . . . . . : youtube-ui.l.google.com
Record Type . . . . -
Time To Live . . . : 98
Data Length . . . . . :
Section . . . . . : Apnswer
A (Host) Record . . . : 172.217.25.110
[output omitted] 101 E] PC1
.102
8.8.8.8 4(__), | —— [;;] PC2
i 1 « w
dns.google.com 192.168.122.0/24 R1 192.168.0.0/24 SW1 [:l PC3
INTERNET =

The professor looks up that other domain name in the DNS cache.

He finds the A record for that name, which contains the same IPv4 address: 172.217.25.110.

CCNA Focus: For the CCNA, you only need to know the basics of DNS. There are complexities
like CNAME, but they are not required for the exam.

Clearing the DNS Cache

Example:



C:\Users\user>ipconfig /flushdns
Windows IP Configuration

Successfully flushed the DNS Resolver Cache.

C:\Users\user>ipconfig /displaydns

Windows IP Configuration

C:\Users\user>

101 |;| PC1
102
> [—1 & e

1

i 8.8.8.8

dns.google.com

192.168.122.0/24 192.168.0.0/24 SW1

]

INTERNET R1

The professor uses IPCONFIG /FLUSHDNS to clear the DNS cache.
The command output says the DNS resolver cache was flushed.
After running IPCONFIG /DISPLAYDNS again, nothing is displayed.

Result: If PC1 tries to access youtube.com again, it will have to send another DNS query to
the DNS server to learn the IP address.

C:\> IPCONFIG /FLUSHDNS



The Hosts File (Alternative to DNS)

v | etc — O X
“ Home Share View (7]
« A « Windows » System32 » drivers » etc
i ne Date modified Type Siz
W

- — i
Imhosts.sam y 49 | AM File 4 Ki
networks ' 2009 6:00 AM F

4 protocol £:00 AM

_ services : y f \M

)

5 items =
Definition: In addition to a DNS cache, most devices have a hosts file, which is simply a list of
hosts and IP addresses.

Function: This acts as a simple alternative to DNS.
Windows Location: The file is located in the C:\Windows\System32\drivers\etc folder, and
the name is simply hosts .
Example:
hosts - Notepad - o X C:\Users\useryping R1
File Edit Format View Help
Copright. (c) 1898-2009 Kicrosoft. Gorp. Pinging R1 [192.168.0.1] with 32 bytes of data:
This is a sample HOSTS file used by Microsoft TCP/IP for Windows. Reply from 192.168.0. bytes=32 time<lims TTL=64

ﬁntr‘y{ shguld b}e] k?pt on a? in‘i}vi‘-]iualilki}n%.h’fhe IP addriss sﬂuuld Reply from 192.168.0. byt@S: 32 time<ims TTL=64
e placed in the first colunn followed by the corresponding host name. ~ = i —

The I?’ ;ddress and the host name should be separated g}' at least one Reply from 192.168.0. bytes=32 time<ims TTL=64
space.

8
This file contains the mappinas of IP addresses to host names. Each Reply from 192.168.0. % bytes=32 time<lms TTL=64
A

Ping statistics for 192.168.0.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = @ms

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a "§' symbol.

For example:

102.54.94.97 rhino.acme.com it
38.25.63.10 X.acme. com i

192.168.0.1 k1

source server
% client host

l

# loralho% nargelresolulion is handled mithin DNS itself.
27.0.0.

ocalhost
# il localhost
Ln 21, Col 58 100%  Windows (CRLF) UTF-8
o || Par
.102
8.8.88 > — LI pe2
1 «

e @

PC3

dns.google.com 192.168.122.024 o " 1921680.024 SW1

I

INTERNET




By default, the hosts file has no hosts listed.

On PC1, the professor added an entry for R1 simply by typing the IP address, a space, and then
the host name.

Returning to the command prompt, the professor entered PING R1 .
PC1 was able to ping R1 because it had an entry in its hosts file.

Context: This isn't DNS, it's a simple alternative. Host files like this were used a long time ago
before DNS was invented.

Modern Usage: In modern days, a hosts file might be used in a small network to list some
hosts on the local network if necessary, however DNS is a much better solution.

General DNS Process Review
Process Summary:

1. A client wants to access a destination using a name (e.g., youtube.com).
2. The client needs the IP address to access the website.
3. The client sends a DNS query to a DNS server.

4. The DNS server informs the client of the IP address.

Introduction to Cisco I0S DNS Configuration

Router Configuration Context:

For hosts to use DNS, you do not need to configure DNS on the routers.
Routers will simply forward DNS messages like any other packets.

However, Cisco routers can be configured to act as DNS servers or clients.
Cisco Router as DNS Server:

It is possible but rare.

If an "internal" (local network) DNS server is used, it is usually a Windows or Linux server
rather than a router.



Cisco Router as DNS Client:

This allows the router to execute commands (like PING ) using names instead of IP

addresses.

Configuring a Cisco Router as a DNS Server

R1(config)#ip

Ri(config)#ip
R1(config)#ip
R1(config)#ip
R1(config)#ip

R1(config)#ip

R1(config)#ip

dns server Configure R1to actas a DNS server.

host R1 192.168.0.1

host PC1l 192.168.0.101
host PC2 192.168.0.1082
host PC3 192.168.0.103

Configure a list of hostname/IP
address mappings.

name-server 8.8.8.8

domain lookup

IL]

101

102

8.8.88

103

dns.google.com

R1 ]

INTERNET

PC1

PC2

PC3

Command: Enable DNS Server: Use the IP DNS SERVER command in global configuration

mode to enable the router to act as a DNS server. If a client queries R1, R1 will reply if it has the

matching record.

R1(config)# ip dns server



Command: Configure Host Table: Use the IP HOST command to manually build a host table
mapping hostnames to IP addresses.
Example:

The professor configured entries for R1, PC1, PC2, and PC3.

R1(config)# ip host R1 192.168.0.1

R1(config)# ip host PC1 192.168.0.101
R1(config)# ip host PC2 192.168.0.102
R1(config)# ip host PC3 192.168.0.103



Command: Configure External Server: Configure an external DNS server. If R1 does not have
a requested record in its own table, it will query this external server.

Example:

R1(config)#ip dns server Configure R1to actas a DNS server.

R1l(config)#ip host R1 192.168.0.1 : ;
R1(config)#ip host PC1 192.168.0.101 Configure a list of hostname/IP
address mappings.

R1(config)#ip host PC2 192.168.0.102
R1(config)#ip host PC3 192.168.0.103

Configure a DNS server that R1 will query if
R1(config)#ip name-server 8.8.8.8 the requested record isn't in its host table.

R1(config)#ip domain lookup -
Enable R1 to perform DNS queries.

(enabled by default)
(old version of the command is ip domain-lookup)

I

101 PC1

.102
- |— E; PC2

£

-« 103

i 8.8.8.8

dns.google.com

i |

192.168.122.0/24 192.168.0.0/24 SW1

PC3

I]

R1

INTERNET

The professor configured R1 to use Google's DNS server (8.8.8.8).

R1(config)# ip name-server 8.8.8.8

Command: Enable DNS Lookup: Use the IP DOMAIN LOOKUP command to allow R1to send

DNS queries. Without this, R1 cannot query the external server.

Note: This command is enabled by default, so it usually does not need to be entered

manually.

Syntax Note: The old version of the command includes a hyphen: IP DOMAIN-LOOKUP .
Both versions are supported in modern IOS, and you should know both.

R1(config)# ip domain lookup



Demonstration: Internal DNS Query (PC1to PC2)

C:\Users\user>ipconfig /all

[output omitted]

IPv4 Address. . . . . . . . . . . : 192.168.0.101(Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.255.9

Default Gateway . . . . . . . . . 2 192.1683.6.1

DNS Servers . . . . . . . . . . . : 192.168.0.1

NetBIOS over Tcpip. . . . . . . . : Enabled

[output omitted]
C:\Users\user>ping PC2 -n 1

Pinging PC2 [192.168.0.102] with 32 bytes of data:
Reply from 192.168.0.102: bytes=32 time<lms TTL=64

Ping statistics for 192.168.0.102:

Packets: Sent = 1, Received = 1, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = O@ms

101 |;| PC1
102

E 8.8.8.8 (_:)) A |;| pPC2
1 & \103

dns.google.com 192.168.122.024 . 192168.0.024  SW1 1] pc3
INTERNET -
Setup: PC1is configured to use R1 as its DNS server.

C:\Users\user>ipconfig /all
[output omitted]

IPv4 Address. . . . . . . . . . . : 192.168.0.101(Preferred)

Subnet Mask . . . . . . . . . . . ! 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.0.1

DNS Servers . . . . . . . . . . . - 192.168.0.1

NetBIOS over Tcpip. . . . . . . . ! Enabled
[output omitted]
C:\Users\userjping PC2 -n 1
Pinging PC2 [192.168.0.102] with 32 bytes of data:
Reply from 192.168.0.102: bytes=32 time<lms TTL=64
Ping statistics for 192.168.0.102:

Packets: Sent = 1, Received = 1, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = @ms, Average = @ms
101 | ] Pet
.102
> |L—" [;;] PC2

p |

(—"\103 D

192.168.0.0/24 SW1 PC3

iii 8.8.8.8
192.168.122.0/24

dns.google.com
s INTERNET =

]




Action: The PING PC2 -n 1 command is issued on PC1 (using -n 1 to send only a single

ping).

Resolution Process:

C:\Users\user>ipconfig /all

[output omitted]

IPv4 Address. . . . . . . . . . . : 192.168.0.101(Preferred)
Subnet Masle . . . L L L O . 25552 558255800

Default Gateway . . . . . . . . . : 192.168.0.1

DNS Servers . . « + &« « + &+ o & o ¢ 192.168.0.1

NetBIOS over Tcpip. . . . . . . . : Enabled

[output omitted]
C:\Users\user>ping PC2 -n 1

Pinging PC2 [192.168.0.102] with 32 bytes of data:
Reply from 192.168.0.102: bytes=32 time<lms TTL=64

Ping statistics for 192.168.0.102:

Packets: Sent = 1, Received = 1, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = @ms

E 8.8.8.8

dns.google.com

INTERNET

192.168.122.0/24

2. 1t's 192.168.0.102

192.168.0.0/24
R1

Swi

1. What's the IP
address of PC2?

I[]

I

I

PC1

PC2

4.

1. PC1does not have an entry for PC2 in its host table, so it must use DNS to learn the IP

address.

2. PC1sends a DNS query to R1.

3. R1 has the entry for PC2 (configured earlier via the IP HOST command) and replies to PC1.

4. PC1sends the ping to PC2; PC2 replies.

Caching Result: PC1 now has an entry for PC2 in its DNS cache. Future pings to PC2 will not

require a DNS query because PC1 already knows the IP address.



Demonstration: External DNS Query (PC1 to YouTube)

C:\Users\user>ping youtube.com -n 1

Pinging youtube.com [172.217.25.118] with 32 bytes of data:
Reply from 172.217.25.116: bytes=32 time=14ms TTL=117

Ping statistics for 192.168.6.102:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),

Approximate round trip times in milli-seconds:
yOUtUbe-Com Minimum = 14ms, Maximum = 14ms, Average = 14ms

i 6. reply

A172.217.25.110

1. What’s the IP address
of youtube.com?

) 2. What's the IP address
/mL 1| pc1
44—
102
PC2

WA
|
]

,"
E;g 8.8 h GO0 A GO
: =5 &=}
( | ‘|' K 103
dns.google.com 192.168.122.024 I:’C3.
INTERNET 4. 1t's 172.217.25.110

I

Action: The PING YOUTUBE.COM -N 1 command is issued on PC1.

Resolution Process:

5t

6.

. PC1sends a DNS query to R1 for the IP address of youtube.com.

R1 does not have an entry for youtube.com in its host table.

R1 acts as a DNS client and sends a query to the configured external server (Google's DNS
at 8.8.8.8).

Google's DNS server replies to R1 with the IP address of youtube.com .
R1 acts as a DNS server and replies to PC1 with the IP address.

PC1 sends the ping to YouTube; YouTube replies.

Summary: R1 acts as a DNS server for PC1. If R1 doesn't have the requested record, it acts as

a DNS client to an external server (like Google's) to retrieve the information.



Verification: Viewing Host Entries on R1

Ril#ishow hosts

Default domain is not set

Name/address lookup uses domain service
Name servers are 8.8.8.8

Codes: UN - unknown, EX - expired, OK - OK, ?? - revalidate
temp - temporary, perm - permanent
NA - Not Applicable None - Not defined

Host Port Flags Age Type Address(es)
youtube.com None (temp, OK) © IP 172.217.25.110
R1 None (perm, OK) IP 192.168.0.1
PC1 None (perm, OK) IP 192.168.0.101
PC2 None (perm, OK) IP 192.168.0.102
PC3 None (perm, OK) IP 192.168.

]

101 PC1

102
2 — LI pe2
1

. « ﬂ -
R1 192.168.0.0/24 SW1 Pcs.

Command: Use SHOW HOSTS to view both the manually configured hosts and the hosts
learned/cached via DNS.

E 8.8.8.8

dns.google.com

192.168.122.0/24

]

INTERNET

R1# show hosts



Output Analysis:

R1#tshow hosts

Default domain is not set

Name/address lookup uses domain service
Name servers are 8.8.8.8

Codes: UN - unknown, EX - expired, OK - OK, ?? - revalidate
temp - temporary, perm - permanent
NA - Not Applicable None - Not defined

Host Port Flags A VI Address(es)
youtube.com None (temp, OK) 172.217.25.110
R1 None (perm, OK) 192.168.90.1
PC1 None (perm, OK) 192.168.0.101
PC2 None (perm, OK) 192.168.0.102
PC3 None (perm, OK) 192.168.0.103

PC1

I

101

.102
- — LI | pc2
1

192.168.0.024 SW1 PC3.

E 8.8.8.8

dns.google.com

192.168.122.0/24

]

R1

INTERNET

Cached Entries: You can see the cached entry for youtube.com that R1learned from
Google's DNS server.

Ril#tshow hosts

Default domain is not set

Name/address lookup uses domain service
Name servers are 8.8.8.8

Codes: UN - unknown, EX - expired, OK - OK, ?? - revalidate
temp - temporary, perm - permanent
NA - Not Applicable None - Not defined

4

192.168.0.024  SW1 PCS.

Host Port Flags Age Type Address(es)

youtube.com None (temp, OK) IP 172.217.25.110

R1 None (perm, OK) IP 192.168.0.1

PC1 None (perm, OK) IP 192.168.0.101

PC2 None (perm, OK) 1] 192.168.0.102

PC3 None (perm, OK) IP 192.168.
1 | | Pet
102

ii 8.8.8.8 22— E; PC2

dns.google.com 192.168.122.0/24

I]

R1

INTERNET

Flags Column: Look for 'temp' (temporary). Because this entry was learned via DNS, it is
not permanent. If it expires, it will have to be re-learned.



Permanent Entries: Manually configured entries (using IP HOST ) are displayed as
permanent in the flags column.

Configuring a Cisco Router as a DNS Client

Context: To configure a router only as a DNS client (not a server), you use two commands.

Demonstration:

R1(config)#do ping youtube.com

Translating "youtube.com"
% Unrecognized host or address, or protocol not running.

R1(config)#ip name-server 8.8.8.8 Configure R1 to use the specified DNS server.

R1(config)#ip domain lookup Enable R1 to perform DNS queries. (default) ‘

R1(config)#do ping youtube.com
Translating "youtube.com"...domain server (8.8.8.8) [OK]

Type escape sequence to abort.
Sending 5, 10@-byte ICMP Echos to 172.217.25.110, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/10/13 ms

R1(config)#ip domain name jeremysitlab.com

I

101 PC1

.102
> [—15| Pe2

g8
PC3

E 8.8.8.8

dns.google.com
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192.168.122.0/24 192.168.0.0/24 SW1

I

INTERNET R1

1. The professor deleted all DNS settings from R1.

2. Attempted to ping youtube.com, but it failed because R1 could not translate the name to
an IP address.

3. Configured R1 to use Google's DNS server using IP NAME-SERVER 8.8.8.8.

4. Configured R1to enable DNS queries using IP DOMAIN LOOKUP .

Note: This command is enabled by default, so you don't actually have to enter it, but
make sure you know it.

5. The ping was successful.



Important Distinction: In this configuration, R1is a DNS client only, not a DNS server. If PC1
tries to use R1 as a DNS server, R1 will not reply to PC1's queries.

R1(config)# ip name-server 8.8.8.8
R1(config)# ip domain lookup

Optional Command: IP DOMAIN NAME

R1(config)#do ping youtube.com

Translating "youtube.com"
% Unrecognized host or address, or protocol not running.

R1(config)#ip name-server 8.8.8.8 Configure R1 to use the specified DNS server.

R1(config)#ip domain lookup Enable R1 to perform DNS queries. (default)

R1(config)#do ping youtube.com
Translating "youtube.com"...domain server (8.8.8.8) [OK]

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.217.25.110, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/10/13 ms

R1(config)#ip domain name jeremysitlab.com | J{JuilelsE))]
* Configure the default domain name.

* This will be automatically appended to any hostnames without
a specified domain.
* ie. ping pclwillbecome ping pcl.jeremysitlab.com

8.8.8.8 0
i 1 |« (old version of the command: ip domain-name) E

192

| dns.google.com | | will cover this command again in a later video (about S

—_——r

INTERNET

Purpose: Sets a default domain name for the router.

Definition: Domain names like 'google.com' or 'jeremysitlab.com' define a realm or area of

administrative control in the Internet.

Example: 'google.com' tells us that 'mail.google.com’, 'dns.google.com’, and
'time.google.com' all fall under Google's administration.

Function: When applied, this default domain name is appended to all hostnames without a

specified domain name.

Example: The command PING PC1l will actually become PING PC1l.JEREMYSITLAB.COM.



Syntax Note: There is an older version of the command with a hyphen: IP DOMAIN-NAME . Both
versions are supported in modern I0S.

Relevance: A domain name is required to enable SSH (Secure Shell), which will be covered in
a later video.

R1(config)# ip domain name jeremysitlab.com

Command Review
Windows Commands:

IPCONFIG /ALL : Displays various info including DNS server.
NSLOOKUP : Name Server Lookup to query DNS server for IP address.
IPCONFIG /DISPLAYDNS : View the DNS cache.

IPCONFIG /FLUSHDNS : Clear the DNS cache.
Cisco 10S Commands:

IP DNS SERVER : Enable router to act as a DNS server.

IP HOST : Build a host table with hosthame-to-IP mappings.

IP NAME-SERVER : Configure an external DNS server.

IP DOMAIN LOOKUP (or IP DOMAIN-LOOKUP ): Enable DNS queries (enabled by default).
SHOW HOSTS : View configured and cached host entries.

IP DOMAIN NAME (or IP DOMAIN-NAME ): Set a default domain name for the router.

Lecture Summary

Purpose of DNS: Enables the use of easy-to-remember names like google.com and
youtube.com instead of IP addresses.

Basic Functions: DNS clients send queries to DNS servers, asking for the IP address of a
particular name, and the server replies with the IP address.



Windows Demonstration: Showed how a PC uses a DNS server to learn the IP address of
youtube.com and adds it to its DNS cache.

Cisco 10S Configuration: Showed how to configure a Cisco router to be a DNS server and a
DNS client.

Key Point: In most cases, you don't need to configure DNS on a router. Usually, a separate
DNS server fills that role. However, you still should know how to configure it.



